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Executive Summary:

This paper brings together survey data and a series of case studies assessing the

impact of Portals in five Higher Education institutions in the US.

While Portals have improved services to students and other campus constituents, they
have not transformed their institutions, nor have they led to a reduction in the
institution’s costs. Administrative departments continue to function as in the past with
staffs retaining key expertise, however, as a series of case studies demonstrate, Portals
have led to more cooperation across departments and staff being freed up to provide
higher value services to students. Because Portal advocates have to recruit
administrative departments to change their business processes, they are not in a
position to help their institution recoup any savings in staff time or resources and so the
net effect has been for the introduction of Portals to add to the cost of education while

improving the quality of service students receive.

Portals have also brought a number of hidden costs to institutions as they permit the
gathering and storing of far more data on students, alumni and their families than in the
past. Higher Education now gathers more detailed information than do banks or
governments. Given Higher Education’s poor record on information security, Portals will
have to address the cultural, policy and technical issues — each with its own costs —

around managing the data that Portals provide.



Introduction: We Murder to Dissect: Successful Portals and the Lack of

Assessment Data

Gartner tells us that Higher Education Enterprise Portals have arrived at the “plateau of
productivity”, where the “real world benefits of the technology are accepted” and
adoption is widespread.® Further, Gartner describes Portals as “transformational,” a
category that is reserved for technologies that enable “new ways of doing business

"2 As the case

across industries that will result in major shifts in industry dynamics.
studies in this paper will demonstrate, Portals have had a significant impact in improving
the quality of service Higher Education institutions offer to their students. Few now
would return to the days of the “arena registration” where students would spend hours
standing in line. And these new ways of doing business have become so ingrained so

quickly that many institutions would struggle with the logistics of their old models.?

The case in point here is online course registration, where online registration replaced
the traditional model of the arena registration. At Anne Arundel Community College,
online registration was implemented in 2000. Since then, the number of online
registrations has increased every year.
Year/Registration
Origin 2001 2002 2003 2004 2005 2006 2007 2008

Web Registration 2,044 21,273 38,856 43,219 45,520 50,818 64,499 71,403

However, given the widespread adoption and market maturity of this transformational

technology it is surprising to find very little assessment data for portals that includes

! Jan-Martin Lowendahl, Michael Zastrocky, Marti Harris, Nikos Drakos, Whit Andrews, Rita E.

Hype Cycle for Higher Education, 2008. Stamford CT: Gartner, 2008.
2 Gene Phifer, David Gootzit, Daniel Sholler, Ray Valdes, Anthony Bradley, Nikos Drakos, Ry W.
Schulte, Yefim V. Natis, David Mitchell Smith, Charles Abrams, Stephen Prentice, Waldir Arevolo De
Azevedo Filho, David W. Clearley, Rita E. Knox, Nick Jones, Nicholas Gall, Benoit J. Lheureux, L. Frank
Kenney, Hype Cycle for Web and User Interaction Technologies, 2007. Stamford CT: Gartner 2007.

Anne Arundel Community College has been able to grow rapidly in part because online
registration removes significant logistical barrier.



data on Return on Investment, or even Value on Investment.” In response to the need

for assessment, this paper brings together two data sets

¢ the results of a survey which asked institutions about the costs of their Portals
and their impact on business processes

¢ narratives of successful Portal implementations with assessment findings

The survey was completed in the Fall of 2008 by 42 institutions representing all
Carnegie classifications in the USA and including institutions from England and

Australia.® The narratives come from five institutions in the USA as follows:

o Gettysburg College, a small private liberal arts college with a full time enroliment
of 2800 students

e University of St. Francis, a private university with 3600 undergraduate and
graduate students

¢ Huntington Junior College, a private college with 800 undergraduates on campus
and 500 enrolled in online courses

¢ Anne Arundel Community College, a 2-year college with 60,000 credit and non-
credit students combined

e Maryland Institute College of Art, a small private art institute with 1800 students

Looking back to the early years of the millennium, it is clear that a significant part of the
promise Portals had for Higher Education was as a means to break the silos in which
paper business processes had developed. The ambition was institution-wide and
included:

. . . marketing (providing information to prospective

students), admissions (qualifying and selecting students),

4 Richard N. Katz called for Information Technologists in Higher Education to engage their

institutions in dialogue about the value of networked information to Higher Education in:, “A Time to
Assess”, Educom Review, 34:2, 1999.

e http://net.educause.edu/ir/library/html/erm/erm99/erm99025.html

For the full survey questions, see Appendix A.


http://net.educause.edu/ir/library/html/erm/erm99/erm99025.html

enrollment services (registration, billing, and financial aid),

academic support (advising and tutoring), student services

(placement, counseling, and information technology help),

and credentialing (grades, degrees, certificates, and

transcripts).®
As well as adding value to these services, Portal advocates suggested they would
transform institutions by creating efficiencies whose end result would be that “legions of
campus specialists are likely to be displaced.”” However, it is clear from our survey and
from the experiences of our institutions that, while business processes have been
affected, we are a long way from offering a virtual service experience to students or
other stakeholders. Similarly clear is the fact that the professionals who provide
services to students are not being displaced as institutions implement Portals and there
is scant evidence of budgets being reallocated so that savings can be passed on to

defray the cost of investment in the Portal.

While survey respondents were clear on the costs to their institutions of Portals, only
5% of them had data on cost savings their Portal provided. Perhaps this can be
explained by the moderate initial cost, which averaged only $125,000 for the initial
license and hardware and that only one additional IT staff member was necessary to
support the Portal. The lack of data on outcomes is not surprising as Higher Education
sector continues to find it challenging to measure outcomes and to make connections
between increases in educational inputs and student learning. The Spellings
Commission has pointed to the two decades of above-inflation tuition costs and noted
the lack of incentive for Higher Education leaders to take “aggressive steps to improve

institutional efficiency and productivity”. Further reducing the incentive to reduce costs,

6 Robert B. Kravik, “E-Business in Higher Education,” in Web Portals and Higher Education:

Technologies to Make IT Personal, ed. Richard N. Klatz, Educause: 2003.

! Richard N. Katz and Associates, Web Portals and Higher Education: Technologies to Make IT

Personal, Educause: 2003.



the US News and World Report rankings value educational inputs: costs, more than

outputs.®

In addition to a lack of incentive at the institutional level to drive down costs, the
partnerships between IT and service areas involved in implementing a Portal make it
challenging to develop an assessment plan prior to implementation. The following data

points would be necessary to develop an ROI or VOI assessment:®

e Baseline service: cost per service, value of service
¢ New service: cost per service, value of service
e An accounting of other changes that would impact the service’s cost and value

during the implementation and business process change (typically several years)

Since Higher Education institutions are decentralized with each business process being
represented by a separate department and budget, all the costs of the baseline will
have been located in one department’s budget: staff time, paper, postage, and the value
of the service is a measure of the department’s effectiveness. In the new process,
technical costs are absorbed by IT’s budget: license, hardware, staff time. Factors
beyond the scope of the Portal also come into play: the growth of an institution over
several years, the beginning of a development campaign will impact both the cost per

service and its value to students.

The politics of Portal implementations also hinder the collection of this data. As Portals
are proposed, researched and implemented, CIO’s are often in the position of being
evangelists for the technology and are looking to persuade departments to rethink

business processes to take advantage of the technology. If the answer to “what’s in it

8 Margaret Spellings et alia, A Test of Leadership, Charting the Future of U.S. Higher Education:

“The commission notes with concern the seemingly inexorable increase in college costs, which have
outpaced inflation for the past two decades and have made affordability an ever-growing worry for
students, families, and policymakers. . . In our view, affordability is directly affected by a financing system
that provides limited incentives for colleges and universities to take aggressive steps to improve
institutional efficiency and productivity.” (Sec 1:2).
http://www.ed.gov/about/bdscomm/list/hiedfuture/reports/final-report.pdf

? Thanks to Christine Hartman, Comptroller at Gettysburg College for her input into this section and
confirmation that ROl or VOI calculations made post facto lack credibility as the data points are unclear rendering
comparison meaningless.



for me” is either loss of budget, loss of staff, or loss of one’s own position, there will be
significant resistance. The teams who lead Portal implementations have succeeded by
offering their partners victories even at the cost of gathering data that could
demonstrate either cost savings or added value to services. And partner departments

have been able to implement Portals while retaining staff and budgets.



Case Study: Partnerships and Institutional Change at Huntington Junior College

The challenge of assessment given a) the political impossibility of getting accurate
budget numbers b) the fact that institutions change during the implementation of a portal
and c) the need of portal advocates to offer their partners a “win” by adopting the
technology is illustrated by Huntington Junior College’s experience.*® Huntington
College is a private junior college with 800 students on campus and 500 enrolled in
distance education programs. In 2005 the College Central Administrative Unit invested
in Campus Management’s Portal and first Blackboard, then Moodle’s Course
Management System in order to add value to the student services it provided, especially
in the core areas of enrollment, financial aid, academic advising, and registration. Non-
critical services to alumni and employees were not approached and there is no timeline
for their implementation.

Even though by 2003 students were starting to expect their services to be delivered
online, it nevertheless took Portal advocates to recruit each of the separate business
areas to make the transition in their service. This required a phased recruitment over
several years, beginning with online registration. For each area, the process was the
same: Portal advocates identified an innovator, answered their “what’s in it for me”
guestion, supported the individual through a pilot and then as a champion to bring the
rest of the office into production. As each recruitment process is the beginning of a
long-term partnership, it is crucial that the Portal advocate understands the short term
cost in terms of risk and effort that the office is undertaking to enjoy the longer term
benefits of enhanced service and more time devoted to higher-level tasks. Cathy
Snoddy, COO at Huntington, says of business process change: “first time through is

rough, second time smoother, third time a charm.”

19 Chief Operating Office type role with other senior colleagues reporting:

0 academic
o marketing
o financial
o IT
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What is key to understand in this story of a successful implementation is that the Portal
is selling change and needs the support of the business process owners. If the
equation offered by Portal advocates is that business areas adopt a technology that will
result in budget cuts and layoffs, adoption will be slow. And since a partnership is
developing through the implementation process, the kind of trust that needs to be
established can hardly prosper if one side is looking hungrily across the table at the
other’s resources. It comes as no surprise therefore that detailed ROI statistics are
difficult to come by, as they would require the business area to identify budget and staff

costs that might be saved with the new business process.

However, while the larger institutional picture is hard to see, it becomes much easier to
see the ROI of specific aspects of the Portal. The College initially implemented
Blackboard’s CMS then followed up with the Campus Management Portal. The College
quickly found that rostering courses in Blackboard required 3 staff members to work for
4 weeks each to register 500 people in online courses building classes, sending
passwords and troubleshooting. In a quarter system, this represented 1 full time
employee. Since their current Blackboard license did not allow a data interface, the
College transitioned to Moodle, electing to have Campus Management host and support
the application. With the same vendor handling Portal and CMS data, the contractual
issues over control of sensitive data (FERPA etc.) had already been handled and
having a synchronized username and password across systems was possible.

The automation of rostering produced savings both in IT and in the Registrar’s office:

o hosted moodle license represents a 50% saving on the cost of the license for
the Blackboard product with data interfaces

o 1 full time employee was saved

However, these savings did not translate into IT returning budget dollars to the College
or in staff reductions in the Registrar’s area. Instead, the IT dollars have been used to
defray costs elsewhere and the Registrar’s staff has moved from backroom data entry
and processing tasks to front of house interactions with students.

A significant factor in assessing the Portal is the fact that during the life of the Portal, the

institution has grown from 400 to 800 students. While faculty have been hired to teach
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the new courses, the number of administrators has remained the same. Itis largely due
to the Portal that these additional students can be supported by the same number of
academic administrators. Portals have been pushed on us by our students’
expectations from commerce. Huntington Junior College’s Portal focuses on providing
value to students in the form of better service in critical administrative and educational
areas. As we approach a more cost-sensitive environment in the next few years, their

focus will remain on these areas.

Survey Results

Portals in Eigher Education have been largely utilized to support various business
processes for more effective and efficient operations in several main areas including
Admissions, Communications, Financial Services, Technology Services, College Life,
Registrar, Faculty, Academic Administration, and Alumni. Each of these areas serves
specific business processes that are distinct from one another. For instance,
Admissions area is related to collecting information about potential students while the
Faculty area focuses on research, teaching, and governance. Given the high
importance of these areas in better serving academic communities, most higher

education enterprise portals have attempted to cover these areas. See Figure 1 below:
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Changes after portal implementations’

B None MYes

Figure 1. Do We Experience Changes After Portal Implementations?

The fact that only around 50% of Admissions offices have seen business process
change due to a Portal is somewhat surprising. This may be due to the extensive use
of vertical applications for managing admission processes. While such approach has
greater advantage in better management of data for sales process, the drawback is the
difficulty in handing-off data to other areas. This situation might mimic what is
happening at the Technology Services area. We would imagine that most higher
education institutions have a helpdesk but given this area only experiences 50% change
after portal implementations may indicate that majority of them are still using vertical

applications to support their helpdesk process.

The results also demonstrate that the Faculty area has experienced enormous change
after portal implementations. While this is not surprising as academics may extensively
use the portals for their research, teaching, and governance purpose, this would also
indicate that the terms Portal and Course Management Systems such as Blackboard
are being used synonymously. To a certain extent, the Alumni area seems to be

overlooked in portal implementations and this is expected. While many institutions
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develop web portals for alumni to leverage the data using vertical applications; many

are still considering the benefits of extending their portals to their alumni.

In our survey, we further asked respondents to indicate whether their portals have
eliminated paper-based processes and to identify whether human intervention is still
required in the new digital processes. Figure 2 shows that all areas have, to a certain
degree, replaced paper-based processes with digital self-service applications. The top
two areas which highly utilize digital self-service applications are the Registrar (52%)
and Financial Services (40%). This result is somewhat expected considering the
relevant business processes in these two areas generally require generous amount of
paper works to fill in and process. In the remaining areas, it appears that the use of
digital self-service applications is quite moderate except for the Admissions (20%) and
the Alumni (7%) which tend to be low. While we would expect the Admissions area to
better utilize self-service technology, the reality is that many still believe that human
interaction between the professional staff and potential students is crucial for managing
continuous relationships. This argument is supported by Figure 3 which depicts that
67% of self-service applications in the Admissions area do require human confirmation.
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What Has Changed after Portal
Implementations?
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Figure 2. Changes in Different Areas after Portal Implementations

Even with online self-service applications, human confirmation is still required in most
business processes with the nature of the process and sensitivity of the information
driving the degree of human intervention required. Figure 3 below shows that the
Financial Services area requires the most human intervention, which is likely due to the
sensitive nature of the information and the need for authorization. The nature of the
business processes involved in the Registrar (55%) and Alumni (67%) areas may
explain the reason these two main areas require less human confirmation than the
others. The former focuses on course registration which is a repeated process every
semester; only in special circumstances is intervention from the course administration
staff is required. The latter mainly aims to collect information regarding the alumni and
such a process needs less intervention, though offices will have developed processes to

validate data input by alumni.
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Digital Selfservice Applications
With and Without Human Intervention
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Case Study: Digital Self Service vs. the Need for Human Intervention

Maryland Institute College of Art embraced digital self-service for student administrative
tasks, freeing staff time to provide higher value services such as advising and planning.

In the summer of 2007, MICA consolidated its student services staff in one location on
the campus. The intent of this student center was to provide a one-stop shopping
experience for students as they registered for classes, paid bills and accessed advising
services. What this physical consolidation lacked, however, was meeting the demands
of our students for electronic services. Moving in-person services on-line would allow
our community to complete basic tasks without visiting administrative offices, waiting in

lines and navigating complex manual systems for completing administrative tasks.

To meet this rising demand, MICA developed a vision for delivery of web services to
students, faculty and staff via a centralized location. In this approach the role of the
college’s portal shifted from that of an intranet with news, forms and “one way”
information to that of a personalized service center. The portal was re-introduced to the

community as a tool for doing the business of the college.

Providing digital self services such as registering for classes, submitting grades and
paying bills shifted the staffing needs of our student services staff. No longer faced with
lines of students requesting forms or applying payments to their accounts, Student
Accounts personnel have been freed up to provide more in-depth counseling and
assistance to students. Enrollment services staff have been able to shift their focus to
provide more personal attention to students in the areas of advising and academic

planning.

Rather than being a barrier to in-person services, web self-services offered via the
myMICA portal allows students, faculty and staff to accomplish administrative tasks
efficiently and on their own schedule. At the end of the first on-line term, more than

80% of faculty submitted grades using the self-service method and all grading was
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completed more quickly than in previous terms. Similarly, the college saw a marked
increase in the amount of payments received when on-line student accounts services

were released.

An additional benefit of moving these services on-line is that the college can now gather
data and metrics to aid in planning. User statistics tracked by the portal offer valuable
information to the technology staff for system availability and server load. And, due to
on-line registration and advising, the college now has real-time data to show trends in

major and course selection.
Case Study: ROI of Self-Service
The University of St Francis Business Office has developed business processes with

student financial accounts in which students gain self-service access to their data with

real-time write back to ERP data.

>

Initial Investment: SXXXXXXXXXXX,
ROI Calculation: 160 hours per year

> >

VOI Calculation: better service: students get immediate, accurate data and
are able to complete their registration process without the need to talk to a

staff member about payment options.

Step 1: Share data: IT and the Business Office partnered to develop an easy to read,
portal-based version of the student account statement. For each semester students see
their total charges, payments, financial aid, and balance due in a clear and concise
format. This simple screen was looked at 21,000 times in FY07, 66,000 times in FYO08,
and is on track for 75,000 times in FY09.

Step 2: Allow Self-service Payment: starting in FY08, students were able to pay their bill
with a credit card, with the payment details posting directly to their account in the ERP
system, in real time. Prior to this solution, the Business Office would download a listing
of credit card payments made online for the previous day and have to apply them to

student accounts through manual data entry. It is estimated each payment took a staff



18

member about 30 seconds to process manually. The new online payment solution
handled 3,978 payments in FY08, should handle over 5,000. At a conservative

estimate, this new business process will save 40 hours a year.

Step 3: Allow Automatic Payments: in January of 2009, the University allowed students
to make their payment arrangements automatically through the portal. This included
allowing students to sign up for a payment plan, or register to defer their payment until
the next semester. Each of these requests used to take business office staff
approximately 3 minutes each to process which included receiving and filing the
paperwork from the student and assessing the appropriate charge for the payment
arrangement. This new process will save the Business Office staff another week and a
half of labor per year.

Step 4: Lastly, the university's Business Office replaced a “check-in” process which
required all undergraduate students to call the office the week before classes started
each quarter and pay a portion of their bill, or sign up for one of the payment plan
options. This used to generate a large call volume to the office with students calling,
creating a constant distraction for employees in that office for the week.

In the Fall of 2007, an electronic workflow facilitated through the portal that allowed
students to perform this check-in process. It didn't replace 100% of the call volume, as
students who still had financial aid pending or who needed to talk through questions
were not able to check in electronically. However, the students who were all set and
willing to pay their bill up front were allowed to check in electronically without being
required to talk to a staff member. This change has eliminated approximately 1,000 calls
per year. At a conservative estimate of 2 minutes per call, this has saved approximately

60 hours of staff time.

This project has saved the Business Office roughly 10% of an employee each year.
However, this saving is across a department of 4 staff and so represents a total saving
on staff time for the office of 2.5%. From the Business Office’s perspective, they are

reaping the rewards of the time spent developing the new business process and training



19

staff and students in its use. With the time they have gained, they can devote staff time
to meeting increasing burdens of compliance so avoiding cost of outsourcing or

overtime

Case Study: In-House Development and ROI of Data Mining

Until February 2009, the University of St. Francis had outsourced its online application
for admission to College Net. College Net charged a fee of $5 per application, and the
University received a CSV file of the collected data. After the University decided to end
its $30 application fee, it felt the need to reduce the cost of administering application
data and in October of 2008 it was decided to bring the development and administration
of the online application in house.

The immediate benefit of saving $5 per application for a total of $24,000 a year, made
the cost of the project worthwhile: a couple months of labor costs on development of the
application. However, the intangible benefits have had far-reaching impact.

As part of the design in bringing the application in house, the Admissions department
and IT carved up what was one large overwhelming page of questions into 6 smaller
web pages that each collects a concentrated set of data. For example, the first step only
gathers the demographic information needed for an admission counselor to contact the
applicant: name, address, telephone, and email. The system records which page an

applicant stopped out on if they did not complete the application.

We found that this simple change in the data collection process made a difference in the
number of leads that the admission counselors could follow up on. Previously if a
student had looked at the overwhelming set of questions on the one page College Net
application and closed their browser deciding it was too much to fill out at the time, no
data was collected. This meant that there was no lead for a counselor to follow up on
and try to encourage the applicant to finish the process. However, by breaking the

application process up into smaller pieces, we are now getting a 100% collection rate on
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the name, address, phone, and email on our incomplete applications. What once was a
lost applicant because no data was collected is now a lead a counselor can call and ask
if they can personally assist the applicant finish the process. We have not been live on

this solution long enough to determine if this will increase enrollment, however the short
term results are promising and are further changing processes in the office of admission

area.

Another intangible benefit of bringing the application in house, realized after the
production launch, was the data and trend analysis that the internal IT staff could do on
the collected data. The developer of the in-house application, Ben Gunnink, was able to
determine that significant numbers of applicants were dropping out of the process at the
personal essay part of the application. Based on this analysis, the process has been
revised and now, instead of forcing applicants to write the essay as part of the
application, the University allows them to complete the application without it. A
counselor follows up with applicants and works with them after the base application is
submitted. The result is that the number of complete applications has risen as has the

contact between applicants and counselors.

Case Study: ROI of Electronic Messaging

The University of St. Francis Financial Aid Services uses the Portal’s messaging service
to inform students of loan disbursements as required by new federal statutes.
Additionally the University has leveraged the messaging technology to electronically
deliver approximately 2,500 affordability messages to continuing undergraduates
through the portal to help advertise financial aid services at USF and ease the student's

minds in today's economy.

Although this new functionality was initiated in late May 2008, per Bruce Foote the
Executive Direction of Financial Aid Services for the University of St. Francis, states that
the savings to his department have already been realized. Bruce estimates that this
new technology has precluded 12,500 mail pieces from being sent to the tune of

approximately $6,250 in savings for postage, printing and envelopes. A conservative
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estimate of the staff time savings for processing data and handling of mail could be as
high as 250 person/hours per year. These 250 hours can now be devoted to other more
vital office tasks increasing the throughput of the department and the quality of service
they can provide to our students. Furthermore, while the improved service and reduced
frustration of students due to them being able to view their financial aid information
online in real time cannot be easily measured, USF senses that it's portal technology
has contributed as a small part of a larger process improvement since student
satisfaction with the overall operation of the department is increasing.

The IT department estimates that it took approximately 150 person hours to build this
solution with an average labor cost including fringe benefits of $48 per hour. At a cost of
approximately $7,300 dollars to develop, the return on investment for this feature has

been achieved in under a year.

Case Study: Business Process Re-engineering and the Value of Real Time Data

At Gettysburg College the Onboarding Process involves multiple offices: Admissions,
Registrar, Academic Advising, Language placement, Housing, Health and Counseling,
Financial Services, IT services. This process has been streamlined by using the Portal,
but more importantly, the College now receives real-time information on decisions by

accepted students between matriculation and their arrival on campus.

Before the implementation of the portal, CNAV, the Office of First Year Programming
would compile a matriculation packet comprising the forms each business office
required students to fill out and return. When students returned the information, it came
to this office, from where it was distributed via campus mail back to each of the
business offices where data was entered, processed and the paper form stored. This
process required staff to stuff envelopes and mail them, then to sort forms and
redistribute them to offices across campus. Staff in the business offices had to
manually enter the same bio-demographic data in each separate subsystem. For

students, the system meant filling out the same data multiple times, wasting their time
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and leading to the impression that the College was a collection of separate offices
rather than a single entity. For administrators, the time lag between a student sending
information and the College processing it, meant that it decisions around the “summer

melt” process were always taken on data that was out of date by several days.

With the new business process supported by the Portal, CNAV, the matriculation packet
has been replaced by a single letter which provides instructions on how to logon to “My

First Year”, which consists of a series of web-based forms behind a secure logon.

e students need only fill out their bio-demographic data one time;

e students can take language placement exams online prior to their arrival on
campus

e administrative offices do not need to enter data

e College Life does not have to stuff envelopes and sort forms

e College Life can send friendly reminders to students as deadlines approach

e Admissions receives up-to date information on the number of students planning

to attend

To Portal purists, this business process is not yet in an ideal form as data is not yet
presented to students through a single interface. Instead, 4 separate, but integrated
systems are required: Portal, ERP, Course Management and Web Content
Management. However, since authentication to each system is synchronized so
students need only one set of authentication credentials, Keira Kant, the Director of
Student Activities and First Year Programming reports that students have no difficulty
navigating to the appropriate system for the service they require.
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Hidden Costs: Governance and Security

Through their Portals Higher Education Institutions collect, aggregate and distribute
more personally identifying information than do either banks or governments. This
information can include: name, date of birth, social security number and financial
information of prospective students, students, alumni, employees, and their families.
Portal technologies have enabled more personally identifying information to be collected
before institutions have developed policies around information management to address
the privacy and security issues raised.

The unprecedented ability of institutions to acquire personal

information, to combine this information in unique ways, and

to store massive amounts of this information will

raise significant privacy and security issues.**
Fred Cate notes that 25% of reported data breaches take place at Higher Education
institutions. While industry and government have developed policies around privacy
including requiring Privacy Impact Assessments prior to the implementation of a new

technology or business process, Higher Education has lagged behind.

The role of Portals in privacy and security is mixed. While the technology itself may be
secure, without adequate policy around information management decisions, the result
will be the expense of a secure application and the risks of data leakage to unsecure
media.

Pro:
A role-based access controls
A auditing capability

A ability to mask sensitive information

1 Robert B. Kvavik, “E-Business in Higher Education,” in Web Portals & Higher Education:

Technologies to Make IT Personal, ed. Richard N. Katz, Educause: 2002.
http://net.educause.edu/ir/library/html/pub5006.asp
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Con:

A leakage to other systems with less sophisticated access controls via
interfaces

A leakage to desktops via exporting tools

Having a “portal strategy” used to mean developing a vision of how to use technology to
provide better service by breaking down organizational silos. It now requires the
institution to take IT governance out of its own silo and to take an institutional approach
to the management of information. With Portals playing a role as data broker with
Software as a Service providers, the need for policy, standards and compliance with

standard contract language will become increasingly important.

Conclusion:

In under a decade, Portals have added significant value to the services Higher
Education institutions provide to students and other constituents. They have done this
by partnering with departments to more effectively deliver services and by enabling the
movement of data across departments. In addition to improving services, Portals have
provided real time data about enrollment and registration decisions enabling more
effective planning by institutions. Portals have also had a significant impact on
academic life with Course Management Systems taking on the role of academic portal
and enjoying high adoption rates among faculty.

Portals achieved these successes during an economic boom when Higher Education
was able to increase its costs at double the rate of inflation. Portals contributed to these
cost increases as institutions did not translate efficiencies into savings, instead,
investing the time and resources freed up by portals into higher value services. In
addition, Portals have introduced additional costs of IT governance and security as the
data they collect and store has the potential to jeopardize the reputation of their
institution.
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Appendix A: Survey Questions
Background on Your Portal(s)
B1: What is the name of the vendor(s) of your portal(s)?

B2: What functionality do your portal(s) deliver?

C Course registration / curricular planning

C course management

C learning assessment / portfolios

C email access

C discussion forums

C web forms to replace paper processes for administrative areas
C secure access to enterprise systems

C single sign on at campus level

C self service abilities

C timesheets

C helpdesks for service groups across campus
C surveys

¢

other [please add]

B3: Which constituent groups does your portal serve?
Select as many as apply

prospective students

parents

current students

faculty

staff

alumni

other [if other, then who]

)OO O OO O

B4: What is the organizational relationship between your website and your portal?
C Web and portal managed by IT
C Portal managed by IT, web managed by other group
C Neither web nor portal managed by IT

B5: What were the initial costs of your portal (hardware, software, consulting, implementation)
C $0 - $100,000
C $100,000 - $250,000
C $250,000 - $500,000
C > $500,000

B6: How many additional IT staff were necessary to support the portal?
C none

c 1
2
3

o OO0

B7: Do you have the data necessary to calculate the cost savings that your portal brings?
C Yes

C No
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B8: What do you calculate the cost savings that your portal brings?
C $0-$100,000
C $100,000 - $250,000
C $250,000 - $500,000
C Don’t know

B9: As part of your portal implementation what tools and processes have been put into place to
assess the portal’s ongoing role at your institution?

User surveys

Web statistics

Focus groups

Usability testing plans

User research

OO OO

Your Portal and Institutional Change

C1:. What changes have occurred in your admissions area as a result of your portal?
C none
C paper process replaced by digital self-service with human confirmation
C paper process replaced by digital self-service with no human confirmation
C other [please explain]

C2: What changes have occurred in your registrar area as a result of your portal?
none

paper process replaced by digital self-service with human confirmation
paper process replaced by digital self-service with no human confirmation
other [please explain]

OO OO

C3: What changes have occurred in your college life area as a result of your portal?
none

paper process replaced by digital self-service with human confirmation
paper process replaced by digital self-service with no human confirmation
other [please explain]

OO OO

C4: What changes have occurred in your academic administration area as a result of your
portal?

C none

C paper process replaced by digital self-service with human confirmation

C paper process replaced by digital self-service with no human confirmation

C other [please explain]

C5: What changes have occurred in your faculty area as a result of your portal?
C none
C paper process replaced by digital self-service with human confirmation
C paper process replaced by digital self-service with no human confirmation
C other [please explain]
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C6: What changes have occurred in your alumni area as a result of your portal?
C none
C paper process replaced by digital self-service with human confirmation
C paper process replaced by digital self-service with no human confirmation
C other [please explain]

C8: What changes have occurred in your financial services area as a result of your portal?
C none
C paper process replaced by digital self-service with human confirmation
C paper process replaced by digital self-service with no human confirmation
C other [please explain]

C9: What changes have occurred in your technology services area as a result of your portal?
C none
C paper process replaced by digital self-service with human confirmation
C paper process replaced by digital self-service with no human confirmation
C other [please explain]

C10: What changes have occurred in your communications area as a result of your portal?
none

paper process replaced by digital self-service with human confirmation

paper process replaced by digital self-service with no human confirmation

other [please explain]

)OO O



