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Konica Minolta “SecurePrint” – PaperCut  
Convenient and consistent printing is a universal challenge: one every organization 

faces.  At times printed documents can include sensitive data, such as personal student 

and staff information.  In other instances, it is difficult to quickly locate and send a print 

job to a printer at the moment you need to do so.  To expand and stabilize our printing 

capabilities, as well as create a secured printing environment where sensitive and 

confidential materials are safeguarded, Brookdale has begun implementing a new 

“SecurePrint” solution for all the Konica Minolta multifunctional printers (MFPs) located 

on all campuses. 

As Konica's MFPs are replaced on the Lincroft campus, all printing will be done using 

“Lincroft_SecurePrint on KONICAPS” printer. At each  of the Campuses and HEC’s, as the 

rollout progresses, Brookdale will deploy a unique printer for that location (for 

example, Wall will see a “Wall_SecurePrint” device show up in the list of printers on 

their PCs).  When you send a document to print from any application on your 

Brookdale issued computer or laptop (i.e., Word, Excel, PDF, etc.), the document is 

sent to the “SecurePrint” print queue. You can release and retrieve your document 

from ANY Konica MFP at your site using your secure personal pin.  Secure pins have 

been sent by email to all faculty and staff members. Enter this secure personal pin – 

which is unique to you -- using the printer keypad to “Release” your documents. 

Documents are not automatically printed; once a job is sent, you will physically 

release them from a Konica MFP. If you are printing from within a classroom or lab 

that currently has a local or networked printer, you may still print to that local 

printer.  

The “SecurePrint” PaperCut printing solution (provided by Konica) includes a web 

interface to manage and monitor usage as well as review your recent and pending 

print jobs. Just log in to https://secureprint.brookdalecc.edu when on campus using 

your NetID username and password to review your account information and 

retrieve your PIN.  

The secure web portal, PaperCut also supports web based printing from all devices 

( i.e. computers, laptops, tablets, and mobile phones).  You can send  PDF documents to 

the “SecurePrint” print queue  via the web portal interface when you are on campus and 

are connected to the Brookdale wired network or the Brookdale Secure Wireless network.  

Follow the steps below  to upload a PDF file and send to the SecurePrint” queue: 
Continued on page 6 

https://www.brookdalecc.edu/OIT
https://secureprint.brookdalecc.edu
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News from the Helpdesk  

IT Helpdesk Survey - Please Complete! 

Resolving Help Desk Support tickets quickly and efficiently is the goal of the OIT Help Desk. 

The purpose of the Helpdesk customer satisfaction survey is to get actionable customer 

feedback that OIT can use to improve support and service.  Your input helps to ensure that  

OIT is providing excellent customer service as it allows us to gather results that we can intelligently act upon, 

highlighting what we are doing well and what we need to do to improve the overall service and experience 

provided by OIT Help Desk. 

CONTACT HELPDESK  

 

 

 

 

Helpdesk@brookdalecc.edu Submit a Support Ticket 732-224-2829  

ALERT!…Passwords Expire Monday 8/27/2018 

For uninterrupted access to your Brookdale email, Office 365, Canvas, WebAdvisor and other 

Brookdale applications and resources, you MUST change/reset your password  

ON or AFTER  MONDAY 8/27/2018. 
 

If you have an employee and student email account, both passwords will be changed/reset and kept in-sync when 

using the NetID Password Management Tool. The user name displayed in Lookup your account is the only user 

name that is required when changing/resetting your password. 

For detailed information, refer to NetID Password Management. 

Reporting SPAM and Phishing Emails 

Reporting spam and phishing emails to the email administrator (spamreporting@brookdalecc.edu)  will 

allow us to identify and prevent the distribution of spam, phishing, and malicious attacks on our email 

system. Determining the source of spam is essential for blocking and preventing further propagation of 

the message through our system.   

Follow the steps outlined on the OIT Support Page Report Spam and Suspicious Emails. 

 

MyBrookdale Mobile App 

The MyBrookdale mobile app version 5.1.1 is provides quick and easy access to Brookdale news, 

events, campus maps, important numbers, class schedules, grades and more.   

Learn more at MyBrookdale Mobile 

https://www.brookdalecc.edu/OIT
mailto:helpdesk@brookdalecc.edu
https://ellucian.service-now.com/
https://www.brookdalecc.edu/oit/netid-documentation/
mailto:spamreporting@brookdalecc.edu
https://www.brookdalecc.edu/oit/reporting-spam/
https://www.brookdalecc.edu/oit/brookdalemobile/
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Microsoft Teams Vs. Office 365 Groups:   

Which One Should I Use? 

Microsoft Teams and Office 365 Groups seem to be similar applications that offer the same  to "features and 

functionality, but what are they exactly, which application should you use, and when should you use either? Ultimately, the choice 

depends upon your needs and preferences.  Microsoft Teams and Office 365 Groups share the same foundation and many of the same 

resources, like a shared document library , shared notebook, and plans. They both are “hubs” for people to communicate and collaborate. 

 

Microsoft Teams and Office 365 Groups: 

 Provide collaboration services, workspaces, and applications for groups of people. 
 Provide group conversations  
 Provide filing sharing capabilities 
 Can be created by anyone in the institution 
 Integrate with online versions of Word, Excel, PowerPoint, and OneNote 

 

Microsoft Teams 

Microsoft Teams is a digital hub with its own desktop and mobile application. Microsoft Teams 

brings conversations, content, workspaces, and apps together in one place. Robust content 

collaboration features seamlessly integrate with Microsoft’s suite of applications.  It uses chat 

instead of email as the primary form of communication. With Microsoft Teams; you get the 

ability to create “channels” focused workspaces. Channels are a way to organize your team into 

different work streams. Each channel has a base set of tabs, and you can add anything as a tab 

(i.e., files, applications, tasks, etc.) 

Pros: 

 Ease of collaboration on daily tasks in one centralized location. 
 Easily assign and track tasks and projects 
 Accessed from the Office 365 portal. To leverage the full features and functionality of the application, you should install the 

desktop app or mobile apps. (Download Teams from the Office 365 Portal) 
 

Office 365 Groups 

Office 365 Groups let you choose a set of people that you wish to collaborate with and quickly 

set up a collection of resources for those people to share. Resources such as a shared Outlook 

inbox, shared calendar, a group Notebook, and a shared document library. You create an Office 

365 Group from Outlook or Outlook on the Web.   

Pros 

 Receive any conversations that take place in the Group to your Outlook account  
 Group Conversations, Calendar, and Collaboration tools are accessible from 

Outlook Client and Outlook Web 
 Group meetings will automatically replicate in your personal calendar with a 

different name, so you know it comes from the group’s calendar 
 Accessed from Outlook Client or Outlook Web Client 

 

Which to use 

Teams and Groups are both built on the same foundation and share similar features and functionality. Ultimately the main difference 

between the two is in the way  communications is handled. Use Office 365 Groups when you want to communicate primarily using an 

email distribution group and get the benefits of a shared email and calendar. Use Microsoft Teams if you prefer chat and threaded 

conversations, need to segment out your group's collaboration tasks,  do not want to use email for some internal communication, and the 

convenience of  a desktop and mobile app. 

To learn more, visit the Office 365 Training Portal for video tutorials and documentation. 

Microsoft Teams 

Office365 Groups 

https://www.brookdalecc.edu/OIT
https://portal.office.com/
https://support.office.com/en-us/office-training-center
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Do Not Fall for the Phishing Bait 

Phishing attempts are increasing in number and type every day. Everyone with an email account is a potential 

target and at risk for being a victim of a phishing scam. You, the end user, is the strongest line of defense in 

preventing the spread of phishing exploits within our network. Regardless of the security measures IT  

Department has deployed, all phishing scams cannot be avoided.  The key to preventing phishing exploits is 

simply end-user awareness and alertness.  The following outlines a series of simple steps you can take to prevent 

yourself from falling prey to a phishing scam.  

 

Elements of a potential Email Phishing Scam 

 Scammers may send spam emails, which may appear to come from someone you know with a short sentence in the message body.  

 A scammer may also use a personal email address such as a Gmail, Hotmail, or Yahoo mail account 

 The spam email may contain a link to a phishing website. 

 Scammers may request sensitive information: i.e. an account number, password, social security number or other personal 

information 

 The spam email may ask to review an attached PDF or Document file instead of clicking on a link, and the attachment will contain a 

link to a phishing website 

 Scammers may include graphics and logos taken from an institution’s website in an attempt to make the scam mail look more 

convincing.  

 A scammer will often make threats and states that your immediate action is required (e.g., your account will be deleted if you do not 

respond in 48 hours)  

 Phishing scams frequently contain both spelling and grammatical errors 

 

Verify the authenticity of a link 

You can tell a lot about a website or hyperlink’s authenticity based on the URL. Phishing scammers use creative ways to steal your data 

and information by including links, which may appear to be legitimate but lure you to malicious or spoofed websites. Before clicking on a 

link, hover your mouse over the link to reveal the actual URL.  On a mobile device, hold your finger on a link, and a popup window should 

reveal the actual destination. 

 

Understanding the “anatomy” of a URL can help you determine the legitimacy of a hyperlink. There are three main components of the 

URL, which you should inspect before clicking on any link: the Protocol, the Domain, and the Path. 

 

The first part of the URL is the Protocol or type of connection.  Verify that the URL is using a secure connection and certificate. A 

standard type protocol for a secure website begins with “https” rather than “http”.  Also, look for the green padlock at the beginning of 

the link and the word “Secure,” this only displays when a site is using a secure SSL certificate, which helps confirm that a legitimate 

company operates the site. 

 

Next, confirm the domain name is as indicated in the email. A domain name is a unique reference that identifies a web site on the 

internet. 

Lastly, if possible, verify the path.  The path typically refers to a file or directory on the web server. 

 

https://www.brookdalecc.edu/OIT
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Colleague and Self Service  

Colleague Password Reset Reminder 

Reset your Colleague password using  the self-service Colleague password reset tool at: 

https://netid.brookdalecc.edu/netid/colleague_reset_password.pl 

You will receive a temporary Colleague password via a text message on your mobile phone.  Employees can 

maintain their mobile phone number within WebAdvisor: WebAdvisor->Employees->Communication->Text Message 

Alerts. 

Photo Roster - Recent Update! 

Student photos  are now updated in real time in the class roster  and  are visible in WebAdvisor Self-Service  from the 
Faculty Overview  link.  
To view your class roster with student photos: 
1. Log into Web Advisor and Select Faculty from the Main Menu 
2. Under Faculty Information select Self-Service Class Roster and Grade Change 
3. From the left Navigation under Daily Work, select Faculty Overview 
4. Select a section to view the roster 

 

 

 

 

 

 

 

Faculty Grade Change Requests 

Need to submit a grade change request to the Registrar?  Grade Change 
Request Forms are submitted electronically via SharePoint to the Registrar’s 
Office for processing.   
To submit a Grade Change Request Form: 

1. Log into Web Advisor and Select Faculty from the Main Menu 
2. Under Faculty Information select Self-Service Class Roster and Grade 

Change 
3. From the left Navigation under Daily Work, select Faculty Grade Change 

NOTE: You will be redirected to SharePoint. You may be required  to sign in to 

SharePoint. 
4. Complete the Grade Change Request Form  

 
A notification is sent to your Brookdale Email when your form is submitted and another notification when your request is 
processed. 

SharePoint-Grade Change Form 

https://www.brookdalecc.edu/OIT
https://netid.brookdalecc.edu/netid/colleague_reset_password.pl
https://bluesweb.brookdalecc.edu/WebAdvisor/WebAdvisor?CONSTITUENCY=WBDF&type=P&pid=UT-LGRQ&PROCESS=-XUTAUTH01
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Colleague and Self Service  

Self Service Budget...Coming Soon! 

Colleague Budget Self Service enables users to see information about the cost centers for which they have access. The cost center 

information that is displayed includes budget, actual, and encumbrance amounts for expense and revenue GL accounts.  For each cost 

center, there is a bar graph displayed in the Bar Graph view and there is a Financial Health indicator displayed in the List view. Bar 

graphs and indicators appear in different colors to represent whether a budget is underspent, close to being spent, or overspent. 

 

 Users can choose the  current  fiscal year plus up to five previous fiscal years to see cost center information. 

 Users can export the data to a .csv file. 

 Users can create, save, and name their own filters. 

 

 

 

 

 

 

Konica Minolta “SecurePrint” – PaperCut (continued from page 1) 

Web Printing 

1. Log into the SecurePrint - PaperCut web 
portal: https://secureprint.brookdalecc.edu 

2. Enter your NetID username and password 
3. Select the Web Print link from the left side 

navigation pane 
4. Click Submit a Job and 
5. Click Upload Document (s) (NOTE: Only PDF 

files are supported  via web based printing 
at this time) 

6. Click Upload and Complete 

7. You can release and retrieve your 
document from ANY Konica MFP at your 
site using your secure personal pin.   
 

 

IMPORTANT: Printing from the Colleague System and Student Printing is not currently part of the SecurePrint rollout and 

will continue to function as it has in the past.  

For further reference, Brookdale has provided the following support page:  

SecurePrint-PaperCut 

https://www.brookdalecc.edu/OIT
https://secureprint.brookdalecc.edu
https://www.brookdalecc.edu/auxiliary-services/printing-services/secureprint/
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Need Help? 

Visit the OIT web site for  technology news, 

information, and  self– service 

documentation: 

    

 http://brookdalecc.edu/oit 

Additional Resources 

 Employee IT  Handbook  

 Security Awareness Training 

 OIT FAQ’s 

 MyBrookdale Mobile  

Cisco Telephone Documentation 

Instructional manuals and Quick Start Guides for the Cisco phone can be found on the OIT website home page link Cisco 

Phones.  Log into the web based Unified Communication Self Care Portal with your NetID user name and password to: set-

up call forwarding, set-up voicemail notifications, change phone settings, and Add and manage speed dial contacts 

 

Security Awareness Training 

Securing the Human Security Awareness Training is available to Brookdale full-time employees and Adjunct Faculty. The 

security awareness training is an online, self-paced program focusing on awareness and compliance of information 

security.  The training modules cover a variety of topics including Social Engineering, Email & Messaging, Social Networks, 

Mobile Device Security, and Passwords. Use your NetID username and password to access the Human Security Awareness 

Training. For additional information on Security Awareness, visit OIT’s Security Awareness page. 

 

Text Message Alerts - Emergency and Non-Emergency 

Brookdale partners with Rave Mobile Safety to provide vital information to the campus community in the event of an 

emergency. All employees will be automatically enrolled in Brookdale's emergency notification system through Rave using 

contact information that is stored and maintained in Colleague.  In addition, if you are also a student, you can opt-in to 

receive non-emergency text messages from Student Services. You may opt-in to receive non-emergency text messages and 

update your mobile phone number by logging into WebAdvisor and selecting the Text Message Alerts link from the 

Employees > Communication menu and following the on-screen instructions.  A confirmation text message will be sent to 

you. 

 

Office 365 Video Lessons 

Microsoft Office 365 Training Portal  is an extensive repository of self-paced training materials. Begin with the essential 

quick start guides for all applications to get you up and running with Office 365. Learn how to collaborate and work 

effectively as a team,  learn time-saving tips and tricks to increase your efficiency and productivity, and explore the Office 

Templates Library.  

Did You Know...  

https://www.brookdalecc.edu/OIT
http://www.brookdalecc.edu/oit
https://www.brookdalecc.edu/documents/oit/NewHire-IT-Manual.pdf
https://www.brookdalecc.edu/oit/security-awareness/
http://www.brookdalecc.edu/oit/faqs/
https://www.brookdalecc.edu/oit/brookdalemobile/
https://support.office.com/en-us/office-training-center
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How do I change/reset my password? 

Use the NetID password management system at https://netid.brookdalecc.edu/.  You can change/reset your password 

and look-up your account information (i.e. user name, 7digit employee ID, and Library access). 

What information resources are accessed using my NetID user name and password? 

Your NetID user name and password provide access to your desktop or laptop computer, BrookdaleShare, Email and 

Office 365 Portal, Canvas, Library resources,  WebAdvisor,  OneCard - Brookdale Bucks, wireless network access and other 

Brookdale IT resources. Colleague System user accounts are separate and distinct from your NetID user name and 

password. Depending upon your role at Brookdale, you may or may not have access to the Colleague System. 

How can I check my email and calendar from the web? 

Access your email from the Office 365 Portal, using any web browser. Select the Office 365 icon from the MyBrookdale 

link on the Brookdale website. Enter your complete email address and your NetID password. Select the Outlook icon from 

the App Launcher menu. 

Can I receive my Brookdale email on my mobile device? 

Yes. For detailed instructions on configuring email on your mobile device, visit the OIT website >Services & Support>Office 

365 >Email for Employees> Configuring Email on Mobile for Office 365. 

How do I access my One Drive for Business cloud storage? 

Access your OneDrive for Business, from the Office 365 Portal using, any web browser. Select the Office 365 icon from the 

MyBrookdale link on the Brookdale website.  Enter your complete email address and your NetID password. Select the 

OneDrive icon from the App Launcher menu. 

How do I download Microsoft Office for home use? 

All Brookdale Employees are eligible to download and install up to 5 copies of Office applications on a personal PC, Mac, 

laptop and mobile device.  For detailed instructions, visit the OIT web site >Services & Support>Office 365 >Microsoft 

Office for Home Use. 

What programs are installed on my Brookdale issued computer? 

All Brookdale-issued desktops and laptops have the following applications installed: 

 Microsoft Office (Word, Excel, PowerPoint, Outlook, OneNote, InfoPath, and Access) 

 Internet Explorer, Firefox, and Chrome web browsers  

 Adobe Acrobat DC 

Specialized software, based on division or department needs, may also be installed. 

Where can I backup my files? 

Your Brookdale issued computer has a network drive, H: configured for your use.  Files saved to the networked H: drive 

are backed-up nightly.  Access your network share by clicking on the Computer icon on your desktop.  You may also use 

your Brookdale One Drive account to store and back up important files. For detailed information on using OneDrive to 

sync your files, please review  the following Microsoft Documentation: Set up your computer to sync your OneDrive for 

Business files in Office 365. 

Quick Reference Guide for New Employees  

https://www.brookdalecc.edu/OIT
https://netid.brookdalecc.edu/
https://owa1.brookdalecc.edu/OWA/auth/logon.aspx?url=https://owa1.brookdalecc.edu/OWA/&reason=0
https://www.brookdalecc.edu/oit/services/configuring-email-on-mobile-office-365/
https://owa1.brookdalecc.edu/OWA/auth/logon.aspx?url=https://owa1.brookdalecc.edu/OWA/&reason=0
https://www.brookdalecc.edu/oit/ms-office-home-use/
https://www.brookdalecc.edu/oit/ms-office-home-use/
https://support.office.com/en-us/article/Set-up-your-computer-to-sync-your-OneDrive-for-Business-files-in-Office-365-23e1f12b-d896-4cb1-a238-f91d19827a16?CTT=5&origin=HA103105947&CorrelationId=8bedd82e-a66f-4fdc-a685-72717dc65eea&ui=en-US&rs=en-US&ad=US&oc
https://support.office.com/en-us/article/Set-up-your-computer-to-sync-your-OneDrive-for-Business-files-in-Office-365-23e1f12b-d896-4cb1-a238-f91d19827a16?CTT=5&origin=HA103105947&CorrelationId=8bedd82e-a66f-4fdc-a685-72717dc65eea&ui=en-US&rs=en-US&ad=US&oc

